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Review For Final

Case 1: NewContoso Inc. network
NewContoso Inc. has 25 desktop PCs. All of the PCs have Windows XP Professional installed. The PCs are used as stand-alone computers by the company’s employees to perform regular office work like word processing, creating spreadsheet documents, and managing databases. Ten out of the 25 PCs have a 100 Mbps Ethernet NIC. The company is thinking about implementing a LAN to provide shared Internet access to all employees, as well as software sharing and database service through a new model of server computer that is scheduled to be on the market next month. The new server will also be used to provide print service with a non-existing network laser printer. A consultant hired by the company recommended installing a 100BaseTX local area network.
Questions

1) What hardware and software items the company needs to get in order to implement the local area network?

____________________________________________________________________

____________________________________________________________________

____________________________________________________________________

____________________________________________________________________

____________________________________________________________________

____________________________________________________________________

2) Based on the information provided in the case, what network architecture will allow providing the services in a more effective way: P2P or Client/Server? Explain. 

____________________________________________________________________

____________________________________________________________________

____________________________________________________________________

____________________________________________________________________

____________________________________________________________________

____________________________________________________________________

3) Assuming that a 100BaseTX switch is used as the central collection point of the network, how many seconds or minutes it will take to send twenty five documents, of 0.5 megabytes each, from one node to another? You should assume that only the two nodes involved are sending/receiving, and no other nodes are sending/receiving during the time the two nodes are involved in the transmission.

____________________________________________________________________

____________________________________________________________________

____________________________________________________________________

____________________________________________________________________
____________________________________________________________________

Case 2: Zamunda Inc. computer and network security
During the last few months, Zamunda Inc. has been the target of a series of computer and network security attacks. As a result, the IT personnel at Zamunda Inc. have been busy working on the computers in order to assess and fix the damage caused by the attacks with the goal of restoring network services. The IT personnel have reported the following incidents.

Almost all of the company’s computers have been infected by a malicious peace of software called Mytob. According to their report, Mytob was able to harvest IP addresses of the LAN nodes by reading the infected computer’s ARP table content. It is also able to gather email addresses from the Windows address book. The malware primarily spread through mass-mailing using its own SMTP email engine. Mytob has the potential of deleting files on the infected computers and seriously slowing down communication on the network by consuming the victims’ processing capacity.

Another malicious peace of software mentioned in the report is called Redlof. It was found on computers running Windows operating systems. Once introduced in a computer system, Redlof attaches itself to the kermel32.dll system file. Then, proceeds by searching the entire system for files with the following extensions: .html, .htm, .asp, .php, .jsp, and .vbs. It then attaches itself to those files. Redlof has the potential of slowing down the processing speed of the infected targets. It can also make the infected computers reboot over an over again.

A third malware called SpySheriff disguises itself as an anti-spyware program, in order to trick the user of the infected computer to buy the program, by repeatedly informing them of false threats to their system. SpySheriff often goes unnoticed by actual anti-spyware programs. Once installed, SpySheriff can stop the infected computer from connecting to the Internet, and will display an error message reading "The system has been stopped to protect you from Spyware." It blocks several websites, including the ones that have downloadable anti-spyware software. It can also delete some system files.
Questions
1) Based on the information provided in the case, what type of malware is Mytob? Explain.

____________________________________________________________________

____________________________________________________________________

____________________________________________________________________

____________________________________________________________________

2) Based on the information provided in the case, what type of malware is Redlof? Explain.

____________________________________________________________________

____________________________________________________________________

____________________________________________________________________

____________________________________________________________________

3) Based on the information provided in the case, what type of malware is SpySheriff? Explain.

____________________________________________________________________

____________________________________________________________________

____________________________________________________________________
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