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Information Security
1) Which of the following is not considered social engineering?

a) Creating a network of people with knowledge in the engineering field.

b) Misleading people to provide their personal information over the phone

c) Misleading people to provide their the password for their user account over the phone

d) Misleading people to provide their personal information through fake web sites 

e) None of the above

2) An attacker has sent a single oversized attack message to a server loaded with an old operating system. Upon receiving the oversized message, the server crashes. Which of the following does the attacker attempt?

a) A malware attack

b) A server attack

c) Content attack

d) A ping-of-death attack

e) None of the above
3) Which of the following does not define a (packet) firewall? 

a) A network device designed to prevent or help extinguish fire in the server room.

b) A security system that seats between a corporate network and another network like the Internet.

c) A defense system that determine what kind of message is allowed to leave a network

d) A defense system that determine what kind of message is allowed to enter a network

e) None of the above

4) A sort of malicious software that could spread across a network by itself is called…

a) bug

b) virus

c) worm

d) trojan horse

e) None of the above

5) Which of the following can be used to protect a system against content attacks? (Choose all that apply)

a) Trojan horses

b) Antivirus software

c) Application firewall

d) Intrusion detection systems

e) None of the above


Systems Development

6) The implementation strategy in which the old system is immediately replaced by the new one is called:

a) Staged conversion

b) Direct cutover

c) Systematic testing

d) None of the above

***************************** SEE BACK ***************************

7) Which of the following is true about SDM?
a) They provide guidelines for developing IS and maintaining them which includes upgrading and improving them.
b) SDM are needed when a brand new IS has to be developed, but you don’t need to use a SDM when it comes to modifying an existing IS.
c) When a company is engaged in developing an IS, the process involves the company’s employees who would be the potential users of the IS, and IS professionals like system analysts and programmers. But it doesn’t involve the company’s management
d) All of the above
8) In SDLC, the 7 phases are typically followed in a sequential order, which means we don’t return to a previous phase in any circumstances
a)  True
b)  False
9) Which of the following tools or techniques is not used during the System Analysis phase of the SDLC? 
a) Interviews
b) Observing future users doing their job
c) Pseudocode
d) Software programs to draw data flow diagrams
e) All of the above
10) During the Development phase of a new medical IS, the development team finds out that most of the technologies needed to develop and implement the system are not yet available on the market. At what step of the SDLC that kind of problem should have been identified?  
a) Implementation
b) Development
c) System Analysis
d) Planning 
e) None of the above
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