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Objectives
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Describe the role of an ethical hacker
Describe what can an ethical hacker legally do
Describe what an ethical hacker cannot legally do 

Hackers
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Hackers
Access computer system or network without 
authorization
Have different motivations (from prove their status to some 
damage)

Crackers
Break into systems to steal or destroy data

Script kiddies or packet monkeys
Young inexperienced hackers
Use publicly available hacking tools or copy codes and 
techniques from the Internet

For the U.S. Department of Justice they all break 
the law; can go to prison.



Hackers vs. Ethical Hackers
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Ethical hacker
Performs most of the same activities as hackers and 
crackers, but with owner’s permission
Employed by companies to perform penetration or 
security tests

Red team
Team of ethical hackers with varied skills (social 
engineering, ethics/legal issues, break-ins, etc.)

Penetration test vs. Security test
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Penetration test
Legally breaking into a company’s network to find 
its weaknesses
Tester only reports findings

Security test
More than a penetration test
Also includes:

Analyzing company’s security policy and procedures
Offering solutions to secure or protect the network

Security Policy
- Sets rules for expected behaviors by users (e.g. regular patches download, strong passwords, etc.), and IT

personnel (e.g. no unauthorized access to users’ files, …), etc.

- Defines access control rules.

- Defines consequences of violations.

-Helps track compliance with regulations.

- Etc.

Passwords must 
not be written 

down

Access to files must 
be granted to the level 
required by users’ job

Hacking Tools
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Referred to as Tiger box in course textbook
Collection of OSs and tools that assist with 
hacking

Network scanners
Traffic monitors
Keyloggers
Password crackers
Etc.

Practical Extraction and Report Language (Perl)
C programming language
Scripts, i.e. set of instructions that runs in 
sequence



Questions
Which of the following may be part of a penetration test (P) or a 
security test (S)? Use “X” to indicate your answer.
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Writing a report about a company’s security defense system.
Finding that patches are not timely applied as recommended by corporate rules.
Scanning a network in order to gather IP addresses of potential targets

Scanning a network in order to find out what defense tools are being used.

Laying out specific actions to be taken in order to prevent dangerous packets to pass 
through firewalls.

Breaking into a computer system without authorization.

Finding out that a firewall does not block potentially dangerous packets
Finding that a company does not have an effective password reset rule.
Finding that users cannot change their passwords themselves

Finding out that 1/3 of the security procedures are not actually implemented.
Finding out that the administrator's account is called Admin and has a weak password
Proposing a new procedure which implementation may help improve systems security

Disabling network defense systems
Performing a denial-of service-attacks

SP
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Penetration Testing Models
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White box model
Tester is told everything about the network topology and 
technology
Tester is authorized to interview IT personnel and company 
employees
Makes tester’s job a little easier

Note: some diagrams may show routers, firewalls, etc.

White box
Black box
Gray box

Penetration Testing Models (cont.)
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Black box model
Company staff does not know about the test
Tester is not given details about the network.

Burden is on the tester to find these details
Tests if security personnel are able to detect an 
attack

Question: What is the disadvantage of letting the 
company’s employees know about the penetration 
test?

________________________________________________

Question: What is the disadvantage of letting the 
IT staff know about the penetration test?

________________________________________________

White box
Black box
Gray box



Penetration Testing Models (cont.)
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Gray box model
Hybrid of the white and black box models
Company gives tester partial information

White box
Black box
Gray box

What You Can Do Legally
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Laws involving technology change as rapidly as 
technology itself
Find what is legal for you locally

Laws change from place to place 
Be aware of what is allowed and what is not 
allowed

Laws of the Land
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Tools on your computer might be illegal to 
possess
Contact local law enforcement agencies before 
installing hacking tools
Governments are getting more serious about 
punishment for cybercrimes



Is Port Scanning Legal?
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Some states deem it legal
Not always the case
Federal Government does not see it as a 
violation

Allows each state to address it separately 
Read your ISP’s “Acceptable Use Policy”

Federal Laws

Hands-On Ethical Hacking and 
Network Defense
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Federal computer crime laws are getting more 
specific

Cover cybercrimes and intellectual property issues
Computer Hacking and Intellectual Property (CHIP)

New government branch to address cybercrimes and 
intellectual property issues

Hands-On Ethical Hacking and 
Network Defense
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What You Cannot Do Legally

Hands-On Ethical Hacking and 
Network Defense
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Accessing a computer without permission is 
illegal
Other illegal actions

Installing worms or viruses
Denial of Service attacks
Denying users access to network resources

Be careful your actions do not prevent customers 
from doing their jobs

Get It in Writing
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Using a contract is just good business
Contracts may be useful in court
Internet can also be a useful resource
Have an attorney read over your contract before 
sending or signing it 

Ethical Hacking in a Nutshell
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What it takes to be a security tester
Knowledge of network and computer technology
Ability to communicate with management and IT 
personnel
Understanding of the laws
Ability to use necessary tools



Summary Questions
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What is the difference b/w penetration test and 
security test?
What is a packet monkey?
What three models are used for penetration tests?
What is a red team?
What portion of your ISP contract might affect your 
ability to conduct penetration tests over the Internet?
What is the name of the new government branch that 
handles cybercrimes and intellectual property issues?
Hacking tools are always illegal to posses. T  F

Projects
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Ask your local law enforcement agency which 
hacking activities are considered legal or “ethical”
and when the same activities are considered 
crimes. Better yet, create your own list of hacking 
activities and ask specific questions about them.

Ask your ISP for its “Acceptable Use Policy” and 
read it. Write 1-2 paragraphs of your own 
interpretation of such a policy. What activities are 
you allowed to conduct? What activities you are 
not allowed to conduct?


