Case Study: Peer-to-Peer (P2P) Applications

Due date: March 6th, 2007
In the late 1990s, Napster burst onto the scene and became a national phenomenon as millions of people around the world began to share music files stored on their PCs. Soon, the term “peer-to-peer” (often spelled “P2P”) was in the news media everywhere.

Traditional Client/Server Applications

Figure 1 shows a traditional client/server application. In this application, all of the clients communicate with the central server for their work.

Figure 1: Traditional Client/Server Application

One advantage of this server-centric approach is central control. All communication goes through the central server, so there can be good security and policy-based control over communication.


Although the use of central service is good in several ways, it does give rise to some problems. One problem with this approach is that a great deal of traffic goes through a central location. This can create network overloads at the central location. Another problem is that client/server computing often uses expensive server capacity while leaving clients underused. Clients normally are modern PCs with considerable processing power, not dumb terminals or early low-powered PCs.


From the end users’ point of view, central control can be a problem rather than a value. Central control limits what end users can do. Just as PCs in the 1980s freed end users from the red tape involved in using central mainframe computers, peer-to-peer computing frees end users from the red tape involved in using a server. There is a fundamental clash of interests between central control and end user freedom.

Peer-to-Peer (P2P) Applications

Figure 2 shows that in a peer-to-peer (P2P) application, client PCs communicate directly with one another, at least for part of their work. Here, all of the work involves P2P interactions. The two client users work without the assistance of a central server and also without its control.

Figure 2: Simple Peer-to-Peer (P2P) Application

The benefits and threats of P2P computing are the opposite of those of client/server computing. Client users are freed from central control for better or worse, network traffic is spread more evenly, and less client capacity is wasted.

However, P2P computing is not without problems of its own. Most obviously, client PCs have transient presence on the Internet. They are frequently turned off, and even when they are on, users may be away from their machines. There is nothing in P2P like always-present servers. Another problem is that each time a client PC uses the Internet, its DHCP server is likely to assign it a different IP address. There is nothing in P2P like the permanence of a telephone number. Even if user freedom is a strong goal, there needs to be some kind of security. P2P computing is a great way to spread viruses and other illicit content. Without centralized filtering on servers, security will have to be implemented on clients or chaos will result.

Pure Peer-to-Peer Applications: Gnutella

Gnutella is a pure P2P application that addresses the problems of transient presence and transient IP addresses without resorting to the use of a central server. As Figure 3 shows, Gnutella uses viral networking. The user’s PC connects to another client, which connects to several others, and so forth. When the user’s PC first connects, it sends an initiation message to introduce itself via viral networking. Subsequent search queries also are sent by the user also are passed incrementally to all computers reachable within a few hops.

Figure 3: Gnutella: Pure P2P with Viral Networking

However, actual file downloads after a search has been completed are done using direct (not viral) communication between the user’s PC and the PC holding the file to be downloaded. There is no viral networking in downloads.


Although this approach appears to be simple, it does not directly address the problems of client and IP address impermanence. To address these problems, Gnutella “cheats” a little. It relies on the presence of many super clients that are always on, that have a fixed IP address, that have many files to share, and that are richly connected to other super clients. While super clients are not precisely servers, they certainly are “serverish.”

Using Servers to Facilitate P2P Interactions

Most peer-to-peer applications do not even try for a pure P2P approach. Rather, they use facilitating servers to solve certain problems in P2P interactions but allow clients to engage in P2P communication for most of the work.

Napster

As Figure 4 shows, the famous (and infamous) Napster service used an index server. When stations connect to Napster, they first uploaded a list of their files available for sharing to an index server. Later, when they searched, their searches went to these index servers and were returned from there.

Figure 4: Napster

However, once a client received a search response, it selected a client who had the desired file and contacted that client directly. The large file transfer—usually one to five megabytes—was done entirely peer-to-peer. This is a very large job compared to the index server’s job.


The pattern, then, is that the index server facilitated the process but that most of the work—file transfer—was done peer-to-peer. In all of the remaining cases we will see, servers facilitate but do not dominate the P2P application.

H.323

In videoconferencing and IP telephony, communication is governed by the H.323 standard. As Figure 5 shows, two terminals—usually PCs—wish to communicate. If the calling party knows the called party’s IP address, it can connect to the called party directly.

Figure 5: H.323 Communication

However, the communication typically uses gatekeeper servers. The called party’s gatekeeper authenticates the caller and then facilitates the connection to the called party. If there is a gatekeeper in a terminal’s zone, the terminal is required to use the gatekeeper to communicate. Another type of server, a gateway, connects an IP network to the Public Switched Telephone Network.

H.323 has three options, offering a spectrum of central-versus-P2P functionality.

· As noted above, if the two terminals know one another’s IP addresses, and if there is no gatekeeper present, they can communicate using peer-to-peer interaction exclusively.

· If a gatekeeper is present, the terminals are required to use the gatekeeper in their zone to authenticate the caller and set up the communication. They can then communicate peer-to-peer.

· If all communication goes through the gatekeeper, additional services are possible, such as those provided in electronic telephone switching (call waiting and so forth).

This spectrum of capabilities illustrates the type of flexibility that would be desirable in other P2P programs to allow individual firms to select the degree of client/server versus P2P functionality that would be best for their organization.

Session Initiation Protocol (SIP)

Although H.323 is well-developed, it is a heavyweight protocol. As it often does, the IETF is developing a lightweight counterpart, the Session Initiation Protocol (SIP). As its name suggests, SIP only handles the initiation of communication (and its termination).

As in the case of H.323, direct communication between PCs is possible if the caller knows the called party’s IP address. However, Figure 6 shows that SIP normally uses SIP proxy servers, which act somewhat like gatekeepers in H.323. However, proxy servers are Internet-aware. For instance, they will allow someone to use his or her e-mail addresses like a telephone number for accepting incoming calls. In addition, using the ENUM standards, SIP will be able to set up connections between Internet hosts and Public Switched Telephone network telephones.

Figure 6: Session Initiation Protocol

Test Your Understanding

1.
a) What are peer-to-peer (P2P) applications? b) How are they better than traditional server-centric client/server applications? c) How are they not as good?

2.
a) Does Gnutella use servers? b) How does it get around the need for servers? c) Does Napster use servers? Explain d) Does H.323 user servers? How? e) Does SIP use servers? How? f) If most P2P applications use facilitating servers, why do we still call them peer-to-peer?
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Figure 1: Traditional Client/Server Application
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Figure 2: Simple Peer-to-Peer (P2P) Application
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Figure 3: Gnutella: Pure P2P with Viral Networking
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Figure 4: Napster
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Figure 5: H.323 Communication
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Figure 6: Session Initiation Protocol
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