 Creating Group Policy Objects (GPO) 
and setting policies
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Exercise 1: Creating a GPO.

In this exercise, you create a GPO called Domain Policy xx for your domain (where xx represents the two digits in your computer name). Notice that the GPO will be created at the domain level.

1) Logon to your domain as Administrator and open the Active Directory Users and Computers snap-in. 
2) In the console tree, click your domain name and access its Properties dialog box. (Right-Click/Properties)
3) Select the Group Policy tab. You will notice that there is a GPO called Default Domain Policy listed. You could use that default GPO, but for the purpose of this exercise you will create a new GPO for the domain.

4) Add a GPO called Domain Policy xx (where xx represents the two digits in your computer name). For that, you should:
a) Click the New button

b) Type the GPO name (i.e. Domain Policy xx (where xx represents the two digits in your computer)

c) Click OK 
5) Your new GPO is now created, but it doesn’t have specific policies set yet.
Next, you learn how to use the Group Policy Editor to set specific policies
Exercise 2: Modifying a GPO to specify User configuration settings
In this exercise, you create and then modify a GPO called YourLastNameGPO. The purpose of the GPO is to remove the Search item and the Run item from the Start menu. It also disables the Lock Workstation policy so that users affected by the GPO cannot lock the computer.
1) In the Active Directory Users and Computers snap-in, expand your domain so that you can see all containers.

2) In the console tree, click YourLastNameOU (i.e. the OU you created a few days ago under your last name). If there is no user account in that OU, you should add one (Right-click the OU/New/User). If you added a new user account, use password123!@# as password. If you already have a user account reset its password to password123!@# (Right-click the user account/Reset Password).
3) Open the YourLastNameOU's Properties dialog box (Right-click/Properties). Then, click the Group Policy tab and add a new GPO named YourLastNameGPO, where YourLastName is your last name. (If needed, see step 3 in Exercise 1 above for guidelines)

4) (If the YourLastNameOU's Properties dialog box is closed, open it again and click the Group Policy tab). Then, with the YourLastNameGPO highlighted, click Edit to open the Group Policy editor.

5) Under User Configuration, locate and expand Administrative templates, then click the Start Menu & TaskBar item that appears under Administrative templates. You will notice that all policies available in the Start Menu & TaskBar category appear in the right pane.

6) In the right pane, double-click Remove Search Menu From Start Menu to open the Remove Search Menu From Start Menu Properties dialog box. Click the Explain tab to read about that policy.

Which of the following is true about the Remove Search Menu From Start Menu policy?

a) After that policy is set, the Search item doesn’t appear in the context menu when a user right-click an icon representing a drive
b) After that policy is set, the Search item doesn’t appear on the Standard buttons toolbar of  Windows Explorer.

c) All of the above.

7) Click the Setting tab and enable the Remove Search Menu From Start Menu policy; then click OK
8) Repeat steps 6 to 7 to enable the Remove Run Menu From Start Menu policy.

Which of the following is true about the Remove Run Menu From Start Menu policy?

a) After that policy is set, the user could still use the UNC name (e.g. \\srvdc01\) in the Internet Explorer address bar.

b) After that policy is set, users with extended keyboard could display the Run dialog box by pressing the Application key + R.

c) None of the above.

9) In the console tree, expand System and click the Ctrl+Alt+Del category. In the right pane, enable the Remove Lock Computer policy.

10) Close the Group Policy snap-in as well as the YourLastNameOU Properties dialog box.

Exercise 3: Specifying More User configuration settings in a GPO
Modify the YourLastNameGPO (where YourLastName represents your last name) you created in a previous exercise in order to add the following policy settings. The settings should apply to users in the YourLastNameOU in which the GPO was created.

a) The history of all documents recently opened by a user must be cleared at log off time (i.e. on exit)

b) Since the Help files are removed from all network computers in order to use the corresponding disk storage capacity for installing other Windows components, users should not have access to the Help item that normally appears in the Start menu.

c) Since another mean is now used to update Windows from a central point, users should not be able to see and use the Windows Update item that normally appears in the Start menu to allow them to access the Windows Update web site. 

d) A decision is made to not allow users to use the Add or Remove Programs tool for adding or removing programs.

e) Another decision is made to not allow users to change the appearance and the background properties of their desktop. All users in YourLastNameOU must be prevented from even seing the Appearance, the Themes, and the Desktop tabs through Control Panel.

f) In order to improve the security of the network environment, all users in YourLastNameOU must be prevented from using the Task Manager and from changing their password.

Testing the GPO
In this part, you test the effects of the GPO by doing the following:
1. Log off as Administrator and, few minutes later, logon using the user account that is in YourLastNameOU

2. Click the Start menu to notice that the Search, the Run, and the Search menu items do not appear on the menu. Then, press CTRL-ALT-DELETE to see that Lock Computer is disabled. 

Student name: ____________________________________ Computer #: ______
Understanding GPOs

Group Policy Objects can be created at different levels (site, domain, OU). Create a GPO which, once configured with specific policies, could apply to all users and/or computers in your domain (e.g. region1.newcontoso.com). Name it Lab6LastName (where LastName is your last name). Then, answer the following questions:

1) Which of the following tools is used to create group policy objects which policy settings will apply to an OU?

a) Active Directory Sites and Services

b) Active Directory Domains and Trusts

c) Active Directory Users and Computers

d) Active Directory Users and Organizational Units

2) Which of the following tools is used to create a GPO and to set specific policies that would apply at the site level? (Choose all that apply)

a) Active Directory Users and Computers

b) Active Directory Domains and Trusts

c) Active Directory Sites and Services 

d) Group Policy Object editor

3) Assuming that multiple GPOs are created at different levels (site, domain, OU). In which order the GPOs will be processed?

a) Domain-level GPOs, OU-level GPOs, Site-level GPOs

b) OU-level GPOs, Domain-level GPOs, Site-level GPOs

c) Site-level GPOs, OU-level GPOs, Domain-level GPOs

d) Site-level GPOs, Domain-level GPOs, OU-level GPOs

4) Suppose that multiple GPOs are created and assigned at the domain level. If there is a conflict between the policy settings of the GPOs assigned at the domain level and the settings of a GPO assigned to a specific OU in the domain, what settings will be applied?
a) The settings in the domain-level GPO
b) The settings in the OU-level GPO
c) None of the above

5) Suppose that multiple GPOs are created and assigned at the domain level. If there is a no conflict between the policy settings of the GPOs assigned at the domain level and the settings of a GPO assigned to a specific OU in the domain, what settings will be applied?
a) The settings in the domain-level GPO
b) The settings in the OU-level GPO
c) All of the above

Lab 6 Part 1
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